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(f; DISPUTE RESOU;TION.-If there is a dispute betu'een the Attor
ney General and a telecommunications carrier regarding thl
amount of reasonable costs to be pald unthr subsection (aJ. the dis
pu.t~ shall be resolved .an.d the amount determined in a proceedin~
LnltlQted at the Commlss1on or by the court from which an enforce
ment order is sought under section 2607,

• • • • • •
~ 2703. Requirements for governmental access

(a)· • •

• • • • •
(c) RECORDS CONCERNING ELECTRONIC COMMUNICATIO~ SER\1Cl

OR REMOTE COMPUTING SERVlCE.~l)(A) Except as provided il
subparagraph (B), a provider of electronic communication service c
remote computing service may disclose a record or other infonna
tion pertaining to a subscriber to or customer of such service 'nc
including the contents of communications covered by subsection (c;

or (b) of this section) to any person other than a govemmental ell
tity.

(B) A provider of electronic communication service or remot
computing service shall disclose a record or other infonnation pel
taining to a subscriber to or customer or such service (not inc1udin
the contents of communications covered by subsection (a) or (bl 4

this section) to a governmental entity only when the government:
entity-

(Ci) uses an administrative supoena authorized by a Feder:
or State statute, or a Federal or State grand jury or trail sul
poena:]

«iD] (i) obtains a warrant issued under the Federal Rul.
of Criminal Procedure or equivalent State warrant;

[(iii>] (ii) obtains a court order for such disclosure undl
subsection (d) of this section; or

[(iv)] aii) has the consent of the subscriber or customer
such disclosure.

rC) A provider of electronic communication service or remote COl

puti1l6 service shall disclose to a governmental entity the name, a
dn.., telephone toll billing records, and length of service of a su
scribe,. to or customer of such service and the types of services t
subscriber or customer utilized. when the governmental entity Wi
an administrative subpoena authorized by a FeiUral or State st~
ute or a Federal or State grand jury or triel subpoena or any mea
avail4ble under subparagraph (B).

• ." .' • .- •
(d) REQUIREMENTS FOR COURT ORDElL-(A court order for disc

sure under subsection (b) or (c) of this section may be issued by a
court that is a court of competent jurisdiction set forth in Sectl
3126(2)(A) of this title and shall issue only if the governmental t
tity shows that there is reason to believe the contents o~ a wire
electronic communication, or the records or other Infonna
sought, are relevant to a ,legitimate law enforcement inquiry.)
court order for disclosure ull.t:Ur subsection (b) or (c) mey be ISSa.
by any court that is a court of 'Competent jurisdiction described
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section 3126(2XA) and shall issue only if the govemmental entity of.
fers specific and articulable facts showing that there are reasonable
grounds to believe that the contents of a wire or electronic commu·
nication, or the records or other information sought, are relevant
and material to an ongoing criminal investigation. In the case of
a State governmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur­
suant to this section. on a motion made promptly by the service
provider. may quash or modify such order. if the information or
records requested are unusually voluminous in nature or compli­
ance with such order otherwise would cause an undue burden on
such provider.

• • • • • •
~ 3121. General. prohibition OD pen register and trap and

trace device use; esception
(a)· • •

• • • • • • •
(cj LIMITATION.-A government agency authorized to install and

use a pen register uncUr this chapter or under State law. shall use
technology reasoncbly available to it that restricts the recording or
decoding of electronic or other impulses to the dia.Ung and. signal­
ling information utiliZlld in call processing.

[(c)] fd) PENALTY.-Whoever knowingly violates subsection (at
shall be fined under this title or imprisoned not more than one
year, or both

• • • •

o

• • •
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-zear. EnCO.,...l Ol"lt-..
"'leOI. P1.:rm.l ~ =-a 01 t.eIecaIlUllUI1Ic:alIOl11 came" WI ClOID!H' W\ua c:a....." 1'IIqUJ....'LII' 2801. Delbdtiou

"(a) OEFtNmONS.-[Q this c:hapter-
"the terms defined in 5eCtlOn 2510 have, respectively, the meaninp stated in

that section.
"'call.identifyilll information'-

"(A) means dialing or signaling information that identities the origin, eli·
rection. destination. or tenn1nauon o{ each communicauon geDerated or re­
ceIved by the subscnber eqwpment. facility, or service of a ~lecommuni·
cations camer that is the subject of a court order or lawful authorizaUOD;
but

"(8) don not include any information that may disclose the physicalloca·
tion of the subscnber (except to the exteQt that the locauon may be deter·
mined from the telephone number).

.. 'CollUl1l5sion' means the Federal COmD1wUcatioM Commission.

.. 'government' meana the government of the United States and any apney or
instrumentality thereof. the OiSU'ict o{ Columbia. any commonwealth. temtory,
or poI....ion of the United Staces. and any State or political subdivision thereof
authorized by law to conduct eleeuonic surveillance. '

"'information services'- I
lO( A) means the otrerinc of a capability (or pneraUng, acquiring. storing.

transforming. proeeuinc. retrievine. utj!jZinl. or makil1l avai1.1ble informa­
tion via telecommunications: and

"( B) includes electroNC publishiDI and electronic messaging services; but
"( C) does not include any capability {or a telecommunications camers in·

temal manapment. control. or operation of ita telecommunications net­
work.

.. 'telecommunications suppon services' meaDS • product. software. or service
UHci by a telecommunications carrier (or the mternal sipalinl or SWltehinl
fimctions of ita telecommunications network.

"'te1ecommUDicatioDa camer-
lOlA) meau a penon or entity enppcl in the traDlmisaion or switching

or wire or ellC'tnDic commumcationa .. a commoD camer for hire 'within
the meaDinr of section 3<h) of the CommUAications Act of 1934 141 U.S.C.
153(h»);

''(8) iDClud__
"(i) • penon or entity enppd in pl"OYidiDc commercial mobile linin

(a de6Ded in MCtiOD 332(d) of the COllUlluDications Act of 1934 141
U.S.C. 332(cl))); or

"(ti) & penon or eDeity enppd in providiDc wire or electroDic com­
mUDic:atioD switcbiDc or tnnemiMiOD Ml'Yice to the esteac thac the
CommjuiOD fi.Dda that such ..mce ia a replacemenc {or a subltancW
poniOD of tba local teifthoDe ucbanp Mnlce &Del that it is in the pub­
lic intanR to deem suCh a perIOD or eDUty to be a telecommuDications
carlier forp~ of tbia chapter. but

,,(C) doee not iDdude penDoa or entia. inIolar u they are enppd in
plftictiDc iDformation Ml"'licn.

"',...~ capabWty requJre_.u
'"(a) CAPABu.rn' ~.-Ezeeptu provicledin SUbiectiODI (b>. (ct. aDd

(el) or thia MCtioD. aDd MCtiona 2607Cc) .. 2608(d). & e.iecommunicaeioDi carrier
sbaIl eDAft that ita MI'W=Ie or faciliu. that provide a CUSt.Qmef or sublcriber WIth
tba ability too~w. termiDaw. or direct commwW:atioDi are capable of-

'"( 1) apediticNalJ i8olati.DI aDCl enabliDa t.be pYenlll1enC to inwap,,- to. the
aduaioD of UJ ocher COIDIDuDicatioDi. an win aIMl elecaonic c:omDl~QOna
carried by the carri.. withiD. a HrYlce area to or from equipment. f~~. or
Hr'Vitei of a IUbecriber of such carrier CODCUl"NDUy with their tnD,",!~ co
or from the subecriber'1 service. facility. or equipmut or at sudl la_ t1IU u
may be &CCI!Pcable to the pemmeDt;· . .

"(2) ~t:ioualJ iIo1abDI anclenablilll the IO"nIII1eDt to accaa caU-icieau-
fyiq imormatioD that is reuonably available to the carrier- .

"fA) beton. cluriDl. or immediately~ the tnn,mi·1ioD of a WIn or
e1ectl"onic commuDicatioa (or at such later time a may bea~ to the
JOW~ac); &Del . . .

"tS, ia a m.t"Mr that alloww it to be auociat.ed with the -coIDIDwucaUOll
to which i.t pertaina.
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except that. with M!garci to mfonnation acquired solely punuant to the author­
Ity for pen ret1s~rs and trap and trace deY\ces las defined In sectIon 3127
such call·ldentlfying mformatlC?n shall not Inciude any Informatlon that ma~
disclose the phYSICal locatlon ot the subsenber I except to the extent that the 10..
cation may be determJr.-ed from the teiephone number':

"(3) dellvenng Intercepted communlcauons and call·identIfying informauon to
the government in a format such that they may be transmmed by means of fa­
cilities or semees procured by the government to a location other than the
premIses of the eamer: and

"141 facilitatlng authonzed communications interceptlons and access :0. call­
ldentlM

b
ng Informatlon unobtrusIvely and WIth a mlNmum of interference With

any su senber's telec:ommurucatlons service and in a manner that proteet5-
"r Al the pnvacy and secunty of commuNeanons and call·uienafytng In­

fonnatlon not authonzed to be intereepted: and
"r B) Infonnaaon regarding the government's intereepaon o( COIIUD1Imca­

tions and access to eall·idenu{ying Informanon.
"(bl LIMITAnoNs.-

..( 11 DESIGN OF FEAn.:u:s ,,-'ilL) SYSTEMS CONFtGt..1lAnONs.-This chapter does
not authorize any law enforcement agency or offieer-

"I Al to reqwre any speafic design of feacures or system conftl'Jl'lllions to
be adopted by providers of wire or electronic communIcation sel'Vlce. manu­
facturers of telecommurucations equipment. or proV\den of te!ecoaunUN­
cations support semces: or

"r B) to prohibit the adopuon of any feature or service by providen o( wire
or electronIC commUNcauon service. manufactUren of telecoDUllUDlCluons
eqwpment. or providen of telecommwucations support semces.

"(2) I~ToRMAnoN SEJlVlCES: PRIVATE ~ORKS AND r:-.'TEKCONl'to"'EC'TtON SERV­
ICES AND FACILmES.-The reqwrements of subsection I al do not apply to-

~rA) information services: or
··rB) semces or facilities that support the transport or switehiDc of com­

munications for private networu or for the sole purpose of intel'CDlUlecung
telecommunications carnen.

"(3) ENCKYPnON.-A telecommunications camer shall not be ret\*'Slble ror
decryptinr, or ensuring the government's ability to decrypt. any commumeatlon
encrypted by a subscnber or customer, unless the encryption wu prawtded by
the camer and the carrier poues... the information necessary to decrypt the
communication.

~(C) EMEJlQENCY OR ExIGENT CIKCl.'MSTANCES.-ln emergency or ._nt Clr·
cumstances 'inciuding thOM described in sections 2518 (7) or t 11Mbl and 3125 of thiS
title and section 1805(e) of title 50). a camer at Its discretion may comply with sub­
section la)(3) by allowing monitoring at ita premises if that is the only means of ac·
complishing the interception or ac:eeu.

"(d) MOBILE S::aVlCE AssISTANCE REQtJ'IUMDn"S.-A telecommunications camer
oft'ering a feature or service that allows subtcribers to redirect. hand oft'. or asSign
their wire or elec:aonic communications to another service area or anodMlr SHVtce
provider or to utilize facilities in another service area or of another servu:. provider
shall ensure that. when the carrier that had been providing. auistaDce for the inter·
ception of wtre or electronic communications or acceu to call·identifyiq informanon
punuant to • COUI't order or lawful authorization no lonrer haa ace... to the concent
oC such communications or call.identifying information within the service area in
which interception haa been occurnnr as a result of the subscriber's use of such a
f_cure or service. information is made available to the government I before. dunng,
or immediately aftar the transfer of such communications) identifying the provtder
oC wtre or electronic communicauon service that hu acqwreci access to the commu­
nications.
.., 1801. Notie. of capacity require••Dca

"(a) NancES or .MAx.1Mt7M A....D AC'nJAL CAPACITY REQt11REMEN1'S.-
..( 1) IN G~"ERAL.-Not later than 1 year after the date of enactment of this

chapter. after consulting wtth State and local law enforcement a~. eele·
communications carners. provtders of telecommunications sup~n Mn'lCII. and
manufactUrers of telecommunications equipment. and after nocce and comment.
the Attomey General shall pubUsh in the Federal Recmer and pnmde to ap­
propriate telecommunications industry UIOCiations and St8ndard·MlQDI orga­
nizatiOM-

~(A) notice of the maximum capacity~ to accommodate aU of the
communication interceptions. pen registers. and trap and traee devices that
the Attorney General .snmates that government agenaes authorized to



4

conduct electronic: surveillance may conduct and use simultaneously after
th! date that 15 " yean a.i\er the date of eucaneat of ws chapter. and
. (8) notice of the actUa! number of communJ.cauoa intereeotions. pen rei­
isters. and trap and trace deV1C1s. represenQng a POnion of the maxunum
capacity set forth under subpu&if'3ph (Al, that the Attomey General esu­
mates that government agenCh!! authonzed to conduct electronic survel1­
lance may conduct and use slmultaneously after the date that 15 " years
after the date of enactment of this chapter.

•(2) 8ASlS OF SOTtCES.-The notices Issued under paragraph! 1I-
..(AI may be based upon the type of equipment. type of semce. number

of subscnbers. type or Slze or carner. nature of sel"V\ce area. or any other
measure: and

"r81 shall identify. to the maxunum extent possible. the capamy requU'ed
at specdic geographic locations. lneluding carner orlice locauons.

"lb) COMPLtANCE Wmi CAPACm S011CES.-
"r 1) 1:"lITtAl. CAPAclTY.-Within 3 yeus after the publication by the Attorney

General of a notice of capacity reqw.rements or within " yean after the date
of enactment of this chapter. wftichever is longer, a telecommurucauons carner
shall. subject to subsection Ie). ensure that its systems are capable o£-

..(A) elq)anding to the manmum capacity set forth in the notice under
subsection laM lWA); and

"1 8) accommodating simultaneously the number of intereepuons. pen reg·
isters. anci trap and trace deV1ces set forth U1 the nouce under subsecuon
fUlKB),

"r2) EXPANSION TO MAXIMUM CAPAClTY.-Aft.er the date descnbed in para­
graph 11). a telecommunJ.cations carner shall. subject to subHct10n Ie'. ensure
that 1t can accommodate expeditiously any incre... in the actUal number of
communication intereeption.s. pen repten. and trap and trace devices that au­
thorized ageDeies may seek to conduct anc! use. up to the maxunum capacny
reqwrement set forth in the notice under subMction (al( IliA).

"rc) :"lancES OF INCREASED MAxIMUM CAPACITY REQlJtRDIENTS.-
"ft) The Attorney General shall periodically publish in the Feden! Re!istar.

after notice and comment. notice of any MCe8lary increases 1n the maximum
capacity requirement Ht forth in the notice WKier subsection I a II 1IIAI.

"(2) Within 3 yean after noace of incnuecl mu::imum capaaty requiremenu
is publishecl under paragraph (1). or within such longer time periocl as the At·
tomey General may specify, a telecommunications carner shall. subject to sub­
secUon let, eosW"e that ita systems are capable of elq)andinc to the Increased
muimum capacity set forth in the notice.

"r d> CA1WER STATEIONT.-Within 180 days after the publication by the Attomey
General of a noQce of capacity I"IqUintments pursuant to sublecuon lal. a teie­
communications carrier shall submit to the Att.orDey Genenl a statement idenufy­
ina any of ita systelD8 or serv\C* that do not have the capacity to accommoQate 51­
mwta.neoualy the number of iDteretptiona. pall reciltmI. and trap and trace devices
set forth in the DOCice unGer subparapoaph (A> or (B) of SubMctiOD laI( 1).

~re) REIMBU'RSEMDIT RlQuJUD FOR COMPLlA.NCI.-The Attomey General shall re­
view the Sta.telDellC8 submitted UDder SUbMctiOD (d) and may, subject to the avail­
ability of appnpriatiou. acne to l"Iimbune a telecommunication.s c~er for the
just and naoDable COIU clirect1y ulOCiatecl with modiftcation.s to atwn such capac­
ity requinment. Until the Attorney a.neraJ ."... to reimbW"H such ~amer for
such modiftcatioD. such carrier shall be consiclereci to be in compliance ""th the ca­
pacity nocu:. UDder subparqraphs tA) andlB> of subMction IU 1>.

.., 2804. S,.... MCal'ity Uld iDtep;ty
"A te1ecommUDicatiou carrier shall ensW"e that an, court ordered or lawfully au­

thorized interception of communicatioD.l or acceu to call·i~ntifyinc information ef­
fected w'i.uun its IWitdUncjtremiles CaD. be activated only WIth the atftnnauve mter·
vention of an indivic:lual oftlcer or employ.. of the camero
.., 2801. CoopentioD of equip.eDt maDulae:t1U'en ucl provide" of tel..

eo••1Ulicadou aupport Mme•
..(a> CONSULTA11ON.-A te!ecommunieations carrier shall co.n.suJt. asn~. idn

a timely (&Shioa with manufacturers o( its teleeommUDicauons tranllIUSIlon an
sWltehinc equipment and its providers of telecommunications sup~ servtcel {or
the PW"POM of eDSUriDl that current and plaoneci Hrvicn and eqwpment comply
W\th the capabillty requirements of section 2602 and the capacty reqwftlDeJJeI
identified by the Attorney Geaeral under section 2603.
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, "(b) COOPERATtoN.--Subject to sections 2607(c) and 26Q8(d). a manufacturer of
telecommu~cations transmis~on or switchinl equipment and a provtder of tele­
commumcatlons suPPOr:t ~rvtces shall. on a reuo':1Ably timely. basis and at a rea­
sonable charp, make available to the. tel~mmulUcaaons camen usifti its equip­
ment or semces such features or mociificauons u are necessary to pemut such car­
rien. to comply wi~ the capability requirements o( section 2602 and the capaoty
reqwrements ldenufied by the Attorney General under section 2603.

"§ 2606. Technical requiremenu and .taDclardI; eDell8iOIl of c:ompliaac:e
date

"(a) SAFE HARsoR.-
"( 1) CONSlTLTATION.-To ensure the efficient and industry·wide implementa­

tion of the assistal1ce capability ~ments under section 2602. the Attome,
General. in coordination with other Federal. State. AIId local law enfolnmeat
alenei... shall consult with appropriate UIOCiations and standard-setting orp­
mzations of the telecommunications industry and with representauves of usen
of telecommunications seMce8 and facilities.

"(2) COMPI.J.AHCE UNDER ACCEPTED STAHDARDS.-A telecommunications carrier
shall be found to be in compliance with the Ulistance capability reqwremeua
under section 2602. and a manufacturer of telecommunications transmission 01'
switehinl equipment or "l'rovider of telecommunications support services shall
be found to be in compliance with section 2605, if the carrier. manufacturer. or
support semce provider is in compliance with publicly available technical re­
quirements or standards adopted by aD industry association or standard·settiDc
organization or by the Commiuion under sublection (b) to meet the require­
menta of section 2602.

"(3) ABsENCE OF STAHDARnS.-'nle absence o( technical requirements ar
standa.rds (or implementing the UlIiItance capability requirements o( secUoD
2602 shall not-

"(A) preclude a camero manufacturer, or Mrvices provider from deployoi..
a technolOV or service; or

"(B) relieve a curier. manulacturer. or service prcMder of the obligatio..
impoeeci by 1MICti0n 2602 or 2605. u applicable.

"(b) FCC AUTHORlTY.-
"( 1) IN GENDAL.-If inc:luaU'7 UIOCiaa_ or standard·settinc orpnizatiolll

fail to iuue technical requirementa or staAdarcls or if a pYemment agency 01
any other penon believes that such ~mentaor standards are deficient. the
aaeney or penon may petition the Commission to establish. by notice and c0m­
ment ru1emakiDa or such other prac"ctinp u the Commission may be authar·
i.zeci to conduct. technical requirementa or staDdards that-

"(A) meet the auiltance capability requirements of section 2602:
"(B) protect the privacy and security of communications not authorized tA:

be intercepted; and
"(C) serve the policy of the United Sta_ to enc:ourqe the provisiaG 0;

new technolQli_ aDd Ml"YiClll to the public.
"(2) TlANsmON PERJOD.-If an ind~ technical requirement or standard ~

set &aide or supplanted u a result o( Commiuion aC'tion under this ~on. th.
CommiMion. after consultation with the AWll'Dey General. shall establish a rea
sonable time and conditions (or compliance with and the transition to any netl
standard. includiDi defminc the oblilaaonS o( telecommunications carrier.
under section 2602 durinc aDy transition period.

"(e) ExTENsiON OF COMPLIANCE DATE FOR Fu:nnu:s AND SERVlCES.-
"( 1) PETmON.-A telecommunications carrier Proposilll to install or deploJ

or haYiDI installed or deployed. a feature .o~ service wi~n .4 yean after th
date of enactment o( this chapter may peQuon the COllUlUSllon f~r. 1 or D*'I
extensions of the deadline (or complyinc with the assistance capability reqUlft!
mInts under section 2602. .

"(2) GROUND FOR EXTENSION.-'nle CollllDisaion may, after affordilll a full OF
portunity (or hearinl and after consultation with ~e Attome)' General. grail
an extension under this parapoaph. if the C0DUl11S510n detemunes th;at com,li
anee with the assistance capability requirementa under ,~on 2602. 15 not rei
sonably achievable throUlh application o( technology available WIthin the coa:
pliance period.

"(3) LENGTH OF EXTENSION.-An extension under this parapoaph shall exten
for no longer than the earlier 0(- . . .

..(A. the date determined by the COllUlUSSlon as necessary for the cam~
to comply with the assistance capability reqwrements under ,ecaon 260.
or .
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..(B) the date that \5 2 years a.fter the date on which the extension IS
granted. .

'"r 4) APPUCABJU'I'Y OF EXTENSION-An extension under this subsec:uon shall
apply to oniy that part of the carner s business on whIch the new feature or
sertlce 15 used.

..~ 280'7. Enforce.eat orde"
"1 al ENFORCEMENT BY COll"RT ISSUING SL'llVl:ILu"'iCE ORDER.-lf a court authonz­

lng an tnterception under chapter 119. a State statute. or the ForelJt1 fntelligence
Surveillance Act of 1978 (50 V.S.C. 1801 et seq., or authonzing use or a pen rl!flSter
or a trap and trace device under chapter 206 or a State statute finds that a Ute­
commurucauons carrier has failed to compiy 'Nlth the reqwrements 111 this chapur.
the court may direct that the camel' comply forthwtth and may direct that a pro­
vtder of support servtces to the carner or the manufacturer of the camers trans­
ellSSlOn or SW'ltehing equipment funush forthWlth modifications necessary for the
carner to comply. .

"fb, ESFORCEMENT UPON APPLICATION BY AnoRNEY GESERAJ..-The Attorney
General may apply to the appropriate L"nited States district court for. and the L"ntt·
e<i Statft distnet cowu shall have junsdiction to issue. an order direcung that a
telecommurucauons carrier. a manufacturer of telecommwucauons transmISsion or
swttehinr eqwpment. or a provider of telecommunications support servu:es compiy
Wlth this chapter.

"fCI GROUNCS FOR ISSUANCE.-A court shall issue an order under subsection lal
or I b I oniy if the court finds that-

'"11) alternative teehnolol1es or capabilitiH or the facilities of another camer
are not reasonably available to law enforcem.nt for unplemenunr the intercep.
t10n of communications or aceHI to call-idtntifyinc information; and

·(2) compliance with the reqwremenu of this chapter is realOnably achievable
through the applicatioa of available tee:hnolov to the (eacure or service at Issue
or would have been re&lOna~ly achievable if timely action had been tak.D.

"rd> TIME FOR COMPIJANCE.-Upon issuanc. of an enforcem.nt order under this
section. the court shall specify a reasonable tim. and coaditions (or complyinl Wlth
its ord.r. coaaid.riftI the Iooci faith effons to comply in a tim.ly manner. any etTect
Oft the camer'l. m.nufae:turer's. or Itrvtce provider's ability to continu. to do bUSI­
n.... the decree o( c:u.lpabillty or d.lay in undertakinc efforts to comply, and 5uch
other matte" u jUice. ma, require.

..... UMlTATlON.-AIl ord.r under this section may not require a tellCOmmuni­
cations cam.r to meet the covernm.nt's demand (or intefttption of commurucauons
and acquisition of call-identifyinc information to any extent in excesl of the capacity
for which the Attorney General has acreed to reimbwse such carner.

>or 0 CML P!HAL.TY.-
"( 1) IN GEN'ERAL-A court isauinc an order under this section against a tele­

communications cam.r. a manufaetW'er of telecommunications uaDSllUSSlon or
swit.chiq equipment, or a provider of telecommunications support semces may
impoee a civil peDa1ty of up to 110,000 per day (or each day in violation after
the isIuance 0( the ord.r or after such future date u the court may specify.

"(2) CONSmIRATlONs.-ln detAtrmininc whether to impoee a fine and in deter­
~ itl amount, the court shall take into aCCOW1t,-

(A) the natw'e. ciftwMtanCft. and extent of the violation:
"(Bl the violator's ability to pay. the violator's Iooci faith etrorts to comply

in a timel, manner. any effect on the violator's ability to continue to cio
bu.siDHe. the decree of c:u.lpabillty, and the lenp of any cielay in undenak-
ina .troru to comply; and .

"tCl such other matte" as justicemay~.
"(3l CML ACftON.-Th. Attorney General may fiJe a civil action in the appro­

priate Unitld Statn district coun to collect. and the United States distnet
COW"U shall have jurisclietion to impoae. such tin...

",2801. PaY1D.at of coRa of telecoaalll1UlicaCiou curien to compl,. with ca­
pabUity nquireaaea&8

"Ia. EQUIPMEHT. FEAn1R£S. AND SERVICES DEPLOYED BEroRE DATI OF E:tACT­
~ENT.-Tbe Attorney Geaeral may, subject to the availability of appropn~tlons.
all"" to pay telecommunications came" (or all just and reuonabl,' cosu clitecuy
auociated with the modifications p.rformed by camen in COImlCUOft WIth eqwp­
meat. f.aturn. and servic.. installed or deployed befon the .date o~ enacUD.nt of
this chapter to ntabliah the capabilities necesUlY to comply WIth section :2602. E'

"lb) EQUIPMENT. FEAn1RES. AND SERVICES DEPLOYED ON OR AlTER DATE OF S­
,"'CTMENT.-
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·r 1> Is CE~"'ERAL.-lfcompliance Wlth the assistance capability n!qU1reme!'!:.:
of sectlon 2602 IS not reasonably achievable wtth respect to equipment. features
or semces deployed on or after the date of enactment of this chapter. the .-lonor
ney General. on applicatlon of a talecommunlcaaons carner. may agree to ~a'
the teletommurucatlons carner for Just and reasonabie cosu directiy associate!
Wlth achieYlng compliance.

• (2) COSSIDERArIOS.-tn detennining whether compliance Wlth the a5S15tanc£
capability requlrements of section 2602 is reasonably achievable Wlth re!J)eCt :~
any equipment. feature. or semce Installed or depioyed aI1er the date of enact
ment of this chapter.. consideration shall be given to the ume ..... hen the eqUiP
ment. feature. or se!"V1ce .....as Installed or deploved.

." c' AU.OCATTOS OF rl"'SOS FOR P.\nfE~"'-The' Attornev General :thai! 11lOC3tt
funds appropnated to carry out this chapter in accordanc'e Wlth law enforcemen~
pnontles determmed by the Attorney Genera.L

"Id) F.aJLt."R£ To ~1AJa: PAntE.sT WITH RESPECT TO EQr.,p~rE~"'. r£..\Tt."R£S..-\....c
SER\'CE~ DEPLOYED BEFORE DATE OF E.sACnlL'.,..-

. ..( 1) CONSIDERED TO BE ~ COMPUA."CE.-(( a carner h:1s requested pa~"Tnl!r.~

In accordance WIth procedures promulgated pursuant to $ubseetlon 'e '. and ::::
Attorney General has not agreed to pay tha telecommunications camer for a­
reasonable costs directiy associated WlUl modificatiOns netessary to bnng :.:0:.,
equipment. feature. or servtce into actUal comptiance Wlth the assistance capa
bllity requirements of ~e<tlon 2602. any equipment. feature. or servtce of a tele­
commUnIcations carner deployed before the date of enactment of thiS dupte,
5hall be considered to be In compliance WIth the assistance capability reqUIte­
ments of ~ectlon 2602 unt1l the equipment. feature. or semce 15 repiaced or !11J
rufic:antiy upgraded or otherwise undergoes major modification.

•(2) LZMITATION ON OROEL-An order under 5e<tlon 2607 5hall not require,
telecommunlcauons carner to modify, for the purpoH of complying Wlth the a3
5istance capability req\W"emenu o( section 2602. any eqwpment. feature. 0

5ervice deployed before the date of enactment of this chapter un!ess the Attar
ney General has agreed to pay the telecommunications camer for all jUjt :inc
reasonable costs directly associated Wlth modiftcations necessary to bnnlJ t.~
equipment. feature. or semee inCD actUal compliance Wlth those reqw~menLO

"re. PRocEDt."'RES 1.,....0 RECl."'LATlONS.-N'otwithstanding any other law. che Attor
ney General shall. after notice and comment. establish any procedures and re~
tions deemed neceslary CD etTecNate timely and cOlt-eiftcient pa~"'IT1ent to ~ele
communications carriers for compensable cosu incurred under thiS chapter. unci!!
chapters 119 and 121. and under the Foreign {ntellilence Surveillance Act of 197
150 U.S.C. 1S01 et seq.).

"(0 DISPl.'TE RESOLUTtON.-(( there is a dispute between the Attorney Gener:!
and a telecommunications carrier regardin, the amount of just and reasonable co=t
to be paid under subsection I a). the dispute shall be resolved and the amount detet
mined in a proceedinl initiat.ed at the Commission or by the court from wruch a
enforcement order is sought under section 2607...

lb) TECHNICAL A.'lENOML'lT.-The part analysis for part [ of title 18. l"nit.e
Statel Code. is amended by m.seran, after the item relaung to chapter 119 the Ie
10'"111 new item:
06120. T.I....UDie.tiou carrier ..iataDee to the GoverDlIlellC ........ 2801'

ac:. I. AU'lROlUZAnON or APPKOPIUAnONs.
Then an authonzed to be appropriated CD carry out section 2608 of title 18. l"'ru

ed Statal Code. 15 added by section 1-
( 1) a cow of 1500,000.000 for fiscal years 1995. 1996. and 1997; and
(2) such sums as are necessary for each fiscal year thereafter.

such sums CO remaIn available untll expended.

SEC. 1. ElTl:C'TIVE DATE.
(a) IN GD"EIlAL.-£xclpt as provided in paragraph (2). chapter 120 of title 1

L"nited Stac. Code. as added by 3ecuon 1. shall taU etTect on the date of enacerne'
of this Act.

I b) AssISTANCE CAPABILn'Y ....."0 SYSTEMS SECl."'1UTY A.''D [~'TECJUTY REQt.1R:
MENTS.~ons 2602 and 2604 of title 18. United Statal Code. al added by 5ectlC
1. shall take etTect on the date that is 4 years after the date ~f enactment of tr­
Act.
sa:. 4. RUOIl1'I.

(a) REPORTS BY ntE AnoR."lEY GE.-.rERAL-
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(1) IN CENERAL.-On or before November 30. 1995. and OD or before Novem­
ber 30 of each year for 5 years thereafter. the Att.on1ey GeaenJ. shall submit
to Con8"l1 and make available to the public a report aD the amounts paid dur­
ing the preceding fiscal ~year in payment to telecommuaications carriers under
section 2608 of titie 18. United S~tes Code. as added by sectioD 1.

(2) CON'TEN'TS.-A report under paragraph (1) shall include-
(A) a detailed accounting of the amounts paid to each carrier aM the

technology, equipment, feature or service for which the amoWlts were paid;
and

(B) projection! ot the amounts expected to be paid in the current fiscal
year. the carriers to which payment is exPected to be made. and the tech­
nologies. equipment, features or serviees {or which payment is expected to
be made.

(b) REPORTS BY THE COMPrROLLER GENERAL.-
(1) PAYMENTS FOR M001FlCATIONS.-On or before April 1, 1996. and April 1,

1998. the Comptroller General of the United States. a.fter coa.ruJ.ta.tion with the
Attorney General and the telecommunications industry, shall submit to the
Congress a report reflecting its analysis of the reasonabl.... and eost.ft"ective­
ness of the payments made by the Attorney General to telecommunications car­
riers for modifications neceaa.ry to ensure compliance with chapter 120 of title
18, United States Code. as added by section 1.

(2) COMPLIANCE COST rsnMA1'ES.-A report under parqraph (1) shall include
the finciinp and conclusions of the Comptroller Gen.ral on the costs to be in­
c:uJTe<i after the compliance date, including projeetiona of the amounts expectecl
to· be incurred and the technologies, equipment, features or services for which
expenses are ezpec:ted to be incurred by telecommunications carriers to co~
with the assistance capability requirementll in the first 5 years after the e ­
tive date of section 2602.

SEC. So CORDUU TELEPIIONa.
(ai DEFlNmONs.--section 2510 o(title 18, United Stac. Code. is amended-

( 1) in paraP'8~h (1) by strikinc ". but such term dOle aGt iadude" and an that
follows throulh baM unit"; and

(2) in parq'Z'aph (12) b,. sU'ikinlr subparacraph (A) UMl redesilD&tinc~
paracraphs (B), (e), and (0) sa suDp_uqrapha (A), (B), aDd (C), ~pectively.

(b) PENALTY.--5ection 2511 oftit1e 18. United Stat. Code. ia amended-
(1) in subsection (4)(b)(i) by iDMrting "a cord1eIa telephone communicatioa

that is transmitted between the cordl... telephoDe h'Dd_ and the baM UDit."
after "cellular tel.phone communication."; and

(2) in sublection (4)(b)(u) by inserting "a cordless telephone commUDicatioD
that is transmitted between the cordless telephone handset and the baM UDit,"
after "cellular telephone communication.". '

SIC. L RADI4>BASm DATA COIOR7NlCA110N&
Section 2510(16) of title 18, United States Code, is amended­

( 1) by strikinc "or" at the end of subpuqraph (0):
(2) by inserting "or" at the end of subjJaralft~);and
(3) by inserting after subparacraph (E) the fo 'DC Dew subparagraph:

"IF) an electronic communication;"
SIC. 1. PENAL11a roa MONITORING RADIO COaDll1NJCA110N8 TBA1' AU~

USING MODULA110N 11:CBNIQUU WTI'B NONPUBUC PARAIIZTER&
Section 2511(4)(b) of title 18. United States Code, is amended by strikinl "or

encrypted. then" and inserting ". encrypted. or transmitted using modulatio~ tech­
niques the essential parameters of which have been withheld from the public WIth
the intention of preserving the privacy of such communication".
SIC. L n:c:BNICAL COIIDCTION.

SecUon 25U(2)(a)(i) of title 18, United States Coel•• is am.nded by stzikiDc "usecl
in the transmission of a wire communication" and insertinc "used in the trans­
million of a wire or electronic communication".
SEC. t. F'RAUDULDn' ALTEltA'nON 01' CoromRCIAL MOBIU RADIO IN8'I'lW'MENT5.

tal OFnNSE.-8ection 1029(a) of title 18. United States Code. is am.nded­
( 1) by striking "or" at the end of parqraph (3): aDd
/2) by inserting after lJ&rapoaph (4) the followiq new paracrap~: .
"(S) knowil1l1y and WIth intent to defraud u.., produces. traffics In. bu COD­

trol or custody of, or poueues a te!ecommunicationa insU'WDe~t t:b&t hu ~D
modified or altered to obtain unauthorized use o( telecommumcauons sel'Ylces:
or
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"/6) !moWlngly and with intent to defraud UM8. produces. trafiies tn. has con­
trol or custody of. or posseSS4t5-

"r Al a scanrul1i receiver: or
..(B> hardware or software UHd for altering or modifyinc telecommuni­

cat10ns Instruments to obtaIn unauthonzed access to telecommurucauons
services,"

I bl PESALTY.-Sectlon l029(cM 2) of title 18. t:nited States Code. is amended b',;
stnking ", all 1) or 'u41" and insertIng "'aJ Ill. 141. 15',. or 16)". .

'e' DEFISIT10Ns.--sectlOn 102~ e' of title 18. t:Dited States Code. is amended­
, l' In paragraph t 1) by insertIng "electroNc senal number. mobile adenurica­

uon number. pe~onal identIficatIon number. or other teiecommurucauons !erv­
Ice. eqwpment. or instrument identifier.' after "account number::

i 21 by stnking -and" at the end of paragraph 15);
131 by stnlung the penod at the end of paragraph 16) and insertlDg -, lnd".

and
14) by adding at the end the following new paragraph:
".r7\ the term 'scanmng receiver means a device or apparatus that can be u~

to Intereept a wtre or electrorue commulUcauon in violatIon of chapter 119, ~
SEC. 10. TRA."'SACTlONAL DATA.

.al OISCLOSl,;"RE OF RECORDS.-Section 2703 of title 18. t:nited StateS Code. is
amended-

I II in subsection I c 14 1\-
IAI In subparagraph 18~

III by strUul1i clause til; and
Iii) by meslgnating clauses Iii>. (ill). and livI as clauses til. 'UI. and

I iii I, respecuvely; and
/B1 by adding at the end the followlq new subparagraph:

..,C) A provtder of electroruc communication service 01' remote computing 5emee
shall disclose to a governmental entilY the nune, adclnss. telephone toU bilbng
records. and length of service of a subscriber to or customer of such seMce and the
types of 5el"Vtces the subscnber or customer uWized. when the governmental entity
uses an administrauve subpoena authorized by a Federal or State statute or a Fed­
eral or State grand jury or mal subpoena or any means available under subpara­
graph I B)."; and

12) by amending the first sentence of subMction fd) to read as follows: -,\
court order for disclosure under SUbsectiOD Ib) or tC) may be ISlUed by any court
that is a coun of competenl jurisdiction delCribed in section 312&2 ~ A) and
shall issue only if the governmental entity offen specific and artlculable facu
showing that there are reasonable grounds to believe that the contents of a W'\Te
or elee:uoDic communication. or the nc:ords or other information sought. are rel­
evant and matena.1 to aD ongoln~ criminal investicauon....

(b) PEN REGISTERS AND TRAP AND TRACE DmcES.-8ec:t1on 3121 oftitle lS. Crut­
ed Stae.e. Code. is amended-

(1) by redni(D&tinI subMctiOD Ie) u subHc1:ion (d); and
f 2) by inMrUq after subMClion t b) the following new subsection:

"Ic) LlMrrATlON.-A Covemme1u aceney authorized to install and UN a pen reg­
ister uncleI' this chapter or under State law, shall UN technology reasonably avail­
able to it that restricts the recording or decoctin, of electronic or other unpulses to
the dil!jn, anclsil'ft&linC information utilized in call- procesSlnl·~·

SL':MMARY AND PuRPoSE

The purpose of H.R. 4922 is to preserve the gove~ment'~ ability,
pursuant to court order or other lawful authorization, to l~lt~rcept
communications involving advanced technologies such as dlgttal or
wireless transmission modes, or features and services such as call
forwarding, speed dialing and conference calling, while p~tecting
the privacy of communications and without impeding the tntroduc­
tion of new technologies. features, and services.

To insure that law enforcement can continue to conduct author­
ized wiretaps in the future, the bill requires teleeommuni~ations
carriers to ensure their systems have the capability to: (1) lsC?late
expeditiously the content of targeted communicatio~1 transmltte~
by the carrier within the carrier's service area; (2) Isolate expedl-



r
I
I

(

10

tiously infonnation identifying the origin and destination of tar­
geted communications; (3) provide intercepted. communications and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leased by law enforcement to a
location away from the carrier's premises; and (4) carry out inter­
c~pts uno~trusively, so targets are not made aware of the intercep­
tIon. and tn a manner that does not compromise the privacy and
security of other communications. The bill allows industry to de­
velop standards to implement these requirements. It establishes a
process for the Attorney General to identify capacity requirements.

In recognition of the fact that some esisting equipment. services
or features will have to be retrofitted. the legislation provides that
the Federal government will pay carriers for just and reasonable
costs incurred in modifying ezisting equipment. services or features
to comply with the capability requirements. The legislation also
provides that the government will pay for ezpansions in capacity
to accommodate law enforcement needs.

The legislation also eSl)ands privacy and security protection for
telephone and computer communications. The protections of the
Electronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data communications transmitted by
radio. In addition. the bill increases the protection for transactional
data on electronic communications services by requiring lawen­
forcement to obtain a court order for accesa to electronic mail ad-
dressing infonnation. -

The bill further protects privacy by requiring the systems of teie­
communications carriers to protect communications not authorized
to be intercepted and by restricting the ability of law enforcement
to use pen register devicea for tracking purposes or for obtaining
transactional information. Finally, the bill improves the privacy of
mobile phones by ezpanding criminal penalties for using certain de­
vices to steal mobile phone service.

H!:ARINGS

In the l03d CongTeu. the Subcommittee on Civil and Constitu­
tional Rights held two joint hearings with the Senate Judiciary
Subcommittee on Technology and the Law on the impact of a~­
vanceci telecommunications services and technologies on electroniC
surveillance. March 18 and August 11. 1994.

At the flnt hearing, held before legislation wsa introduced. the
witne..._ were Louis J. Freeh. Director of the Federal Bureau of
Investigation; William C. O'Malley, district attorney for Plymouth
County, Mauachusetts. and President of the Nationa! District At­
torneys Auociation; Roy Neel. President of the United States Te~e­
phone Association. which represents local telephone compan~es
~Jing in size from the Regional Bell Operating Comp~les
("RBOCs") to small companies with fewer than 100 s~scnbe~:
and Jerry Berman. Esec:utive Director of the E~~nlc. Frontler
Foundation ("EFF"), on behalf of EFF and the DIgital Pn-v:acy. and
Security Working Group, a coalition of computer. comDlwucatlons.
and public interest organizations and ~tions..

The second hearing wu held after the lDtrociuction of H.R. 4922.
Again. Director Freeh. Mr. Neel, and Mr: Berman ap~ared and
presented testimony. Also appearing sa Wltn.... were Hazel Ed-
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, wards, Director, Infonnation Re30UrceS ~lanagementiGeneral Go
ernment, Accounting and Infonnation Man~gement Division US
General Accounting Office: and Thomas E. Whei!ler, Preside~t and
CEO of the Cellular Telecommunications Industry Association.

, which represents providers of two-way wireless telecommunications
services, including licensed cellular. personal communications serv­
ices. and enhanced specialized mobile radio.

Written submissions for the record were received from AT&T
Corporation, MCI Communications Corporation. the Telecommuni­
cations Industry Association. which represents U.S. manufacturers
of telecommunications equipment, the National Sheriffs' Associa­
tion, the Nationa! Association of Attorneys General. and the Major
Cities Chiefs, an organization of police executives representing the
49 largest metropolitan areas in the U.S. and Canada.

SUBCOMMITTEE ACTION

On August 17, 1994" the Subcommittee on Civil and Constitu­
tional Rights, by voice vote, a re~rting quorum being present, or·
dered favorably reported the bill H.R. 4922 without amendment.

COMMI'M'EE ACTION

On September 29, 1994, the Committee, by voice vote, a report,
ing quorum bein_g present.. adopted an amendment in the nature 0

a substitute to H.R. 4922 and ordered the bill favorably reponee
u amended.

BACKGROUND AND DISCUSSION

For the put quarter century, the law of this nation regardinl
electronic surveillance baa sought to balance the interests of fri
vacy and law enforcement. In 1968, the enactment of Title II (l

the Omnibus Crime Control and Safe Streets Act of 1968 simulta
neously outlawed the use of electronic surveillance by private pu
ties and authorized its use pursuant to a court order by law ell
forcement officials engaged in the investigation of specified types (
major crimes. The Senate Report on Title III stated explicitly~
the legislation "has as its dual purpose (I) protecting the privac
of wire and oral communications· and (2) delineating on a unifon
basis the circumstances and conditions under which the interce~
tion of wire and oral communications may be authorized." Sena~
Committee on the Judiciary, Omnibus Crime Control and Sa:
Streets Act of 1967, S. Rep. No. 1097, 90th Cong., 2d Sess. (196f
at 66.

Congress was prompted to act in 1968 in part by advancemen'
in technology, which posed a threat to privacy. According to tt
1968 Report, "(t]he tremendous scientific and technological deve~o
ments that have taken place in the last century.have m~e passU:
today the widespread use and abuse of electro~c survelilance u:e­
niques. As a result of these developments. pnvacy of CO~UDIC
tion is seriously jeopardized by these techniques of survelllance
Id. at 67.

After 1968 telecommunications technology continued to chan~
and again C~ngress was required to respond legislatively to p=
serve the balance between privacy and law enforcement. In t
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Electronic Communications Privacy Act of 1986 ("tePA"') c
extended the privacy protections and the law enforcement \~~gress
authority of Title, III to a new set of technologie~and sel'V'lCe:r:~Ph
as ele<:tronlc mail. cellular telephones and pagtng devices. Aiafn
the goal of the legislation was to preserve "a fair balance betwee~
the pnvacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com­
munIcations Privacy Act of 1986, H. Rep. 9~7, 99th Congo 2d
Sess. 2 , 1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings of the bill. that court-authorized elec­
tronic surveillance is a critical law enforcement and public safety
tooL

CO~GRESS ~t:ST RESPOND TO THE "DIGITAL TELEPHONY" REVOtt:TIOS

Telecommunications. of course. did not stand still after 1986. In­
deed. the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler­
ate. The resulting challenges for law enforcement and privacy pro­
tection have sometimes been encapsulated under the rubric "digital
telephony," but the issues go far beyond the distribution between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the explosive growth of cel­
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps, like call
forwarding, have long existed in the analog environment. Other
considerations, such as the increasing amount of transactional data
generated by the millions of users of on-line services, highlight the
ever increasing opportunities for loss of privacy.

In 1990. Senator Patrick Leahy, chairman of the Senate Judici­
ary Subcommittee on Technology and the Law, assembled a Pri­
vacy and Technology Task Force with experts from business.
consumer advocacy, the law, and civil liberties, to enmine current
developments in communications technology and the extent to
which the law in general and ECPA.. specifically, protected. or
failed adequately to protect, personal and corporate privacy.

After examining a wide array of communication media, including
cellular phones, personal communications networks. the newer gen-

, eration of cordl_ phones, wireless modems, wireless local area
networks <LANs), and electronic mail and messaging, the task force
issued a final report on May 28. 1991 recommending, inter alia.
that the legal protections of ECPA be extended to cover new wire­
less data communications. such as those occurring over cellular
laptop computers and wireless local area networks <LANs), and
cordless phones. In addition, the Task Force found that ECPA was
serving well i~s purpose o.f protecting the privacy of t.he. con"ents of
electronic mall, but questioned whether current restnetlons on gov­
ernment access to transactional records generated in the course of
electronic communications were adequate.

Consistent with the task force's conclusions and in view of the in­
creasing impediments to authorized law enforceme~t electronic sU,r­
veillance, the Committee has concluded that contInued change 10
the telecommunications industry deserves legislative att.ention to
preserve the balance sought in 1968 and 1986. However. lt became
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clear to the Committee early in its study of the "digital telephonv"
issue that a third concern now explicitly had to be added to tne bil­
ance, namely, the goal of ensuring that the telecommunications in­
dustry was not hindered in the nq~id development and deployment
of the new sel"Vlces and technolOgIes that continue to benefit and
revolutionize society.

Therefore. the bill seeks to balance three key policies: (1) to pre­
serve a narrowly focused capability for law enforcement agencies to
carry out properly authorized intercepts; (2) to protect privacy in
the face of increasingly powerful and personally revealing tech­
nologies: and (3) to avold impeding the development of new commu­
nications services and technologies.

THE PROBLE~: LEGISLATION :-.rEEDED TO CLARIFY CARRIERS' Dt:n" TO
COOPERATE

When originally enacted,· Title III contained no provision specifi­
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au­
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the U.S.
Court of Appeals for the Ninth Circuit held that. absent carriers
to assist lawful wiretaps. Application ofth. United Stcus, 421 F.2d
639 (9th Cir. 1910). Two months after the Ninth Circuit decision
and with little debate. Congress added to 18 U.S.C. 2518(4) a provi­
sion that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant, direct that a provider of wire or
electronic communication service, landlord. custodian or
other person shall furnish the applicant forthWith all infor­
mation, facilities. and technical assistance necessary to ac­
complish the interception unobtrusively and with a mini­
mum of interference with the services that such service
provider. landlord custodian, or penon is according the
person whose communications are to be intercepted. Ally
provider of wire or electronic communication service. land­
lord, custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court baa read this provision as requirin~
the Federal courts to compel. upon request of the g~ve~ment.'"an~
assistance necessary to accomplish an electronIC interceptlOn.
United States v. New Yor* T,lephoM, 434 U.~. 1~9, 177 (l~11). t~(
question of whether companies have any obl1gatlon to ~eslgn th.el
systems such that they do not impede law enforcement InterceptloI
has never been adjudicated. .

Indeed. until recently, the question of system deSign wu neve
an issue for authorized surveillance. since intrinsic elements c
wire lined networks presented access points where law: enforce
ment. with minimum assistance from telephone companIes. coull
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isolate the communications associated with a particular surveil.
lance target and effectuate an intercept. Where problems did arise
they could be addressed on a case-by-case basis in negotiations be:
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The break·up of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com·
plicated law enforcement's task in that regard. The goal of the~­
islation, however, is not to reverse those industry trends. lnd ,
it is national policy to promote competition in the telecommuni·
cations industry and to support the development and ,widespread
availability of advanced technologies, features and setvices. The
purpose of the legislation is to further define the industry duty to
cooperate and to establish procedures bued on public accountabil­
ity and industry stand.a.nb-settiDg.

The Committee baa concluded that there is sufficient evidence
justifying legislative action that'" new and emerging telecommuni­
cations technologies pose problema for law enforcement. The evi­
dence comes from three sources: the General Accounting Office, the
FBI. and the telec:ommunicationa industry itself.

GAO findings
In 1992, analysts from the GAO's Inf'ormatioD Management and

Technology Division interriewecl Wbnical representatives from
local telephone companies, switch manufacturers, and cellular pro­
viders, as well as the FBL The GAO found that the FBI had not
adequately defmed its electronic surveillaDce requirements, but the
GAO concluded that law enforcement apncies did have teehDica1
problems tapping a variety of senicea or tec:bnologies, including
call forwarding, fiber, and ISDN. The GAO a1IO concluded that cel­
lular systems could be tapped but that capacity wu limited.

The GAO recently conducted further work and testified at the
hearing on August 11, 19M. The GAO reconfirmed its earlier con­
clusion that there are lecitimate impecUmenta posed by new and
emerging technologies. The GAO alIo concluded that the FBI had
made progress in defming law enforcement's needs in terms of ca­
pability and capacity.

FBI survey
FBI Director Freeh testified at the March 18,' 1994. hearing that

the FBI had identified soec:ific instances in which law enforcement
agencies were precluded due to technological impediments from
fUlly implementing authorized electronic surveillance (wiretaps,
pen registers and trap and traeea). 'n1e Director testified in March
that an informal FBI survey of federal, state, and local law e~o~
ment agencies had identified 91 such incidents, 33?b ,of which ~­
volved celhilar systems (11~ were related to the liDUted capaCIty
of cellular systems to accommodate a large number of intercepts si­
multaneously) and 32% of which involved custom caJJing features
such as call forwarding, call waiting and speed dialing. .

Because the emtence of a problem continued to be questIoned by
some, the FBI re-contac:ted law enforcement agencies after the
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March hearing and identlfied further exampl~s.. In April. 1994. the
FBI ,presented. to the Ho~se ~d Senate Judiclary Subcommlttees
detalls of 183 instances I lncludmg the original 91) where the FBI.
State or local agencies had encountered problems. This eVIdence
was .presented to the Sub~omm~ttees.on the understanding that the
detaIls would not be publIcly dissemmated. However, the following
chan summarizes the FE1's findings:
Technology·based problems encountered by Federal. State. and local lau: en;orce",ent

agencU!s

Industry acknowledges the problem
Representatives of the telecommunications industry now ac­

knowledge that there will be increasingly serious problems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11. Roy Neel, president of the United States Telephone Association
and the chief spokesperson for the telephone industry on this issue.
was asked by Senator Leahy if the time was fast approaching when
a great deal of the ability of law enforcement to carry out wiretaps
will be lost. Mr. Neel answered. "In a number of cases with new
enhanced services. that is probably true."

The industry maintains that its companies have a long tradition
of working with law enforcement under current law to resolve tech­
nical issues. However, with the proliferation of services and service
provident such a company-by-company approach is becoming in­
creasingly untenable.

In response, the phone companies and the FBI have created an
Electronic Communications Service Provider Committee, through
which representatives of all the RBOCs have been meeting with
law enforcement on a regular basis to develop solutions to a range
of problems. The committee has created "Action Teams" on per­
sonal communications services, wireless cellular, the "advanced in­
telligence network." and switch-based solutions. among others. The
chairman of the committee. a vice president of one of the RBOCs.
stated in a letter dated March 1 and submitted by the FBI Director
during his testimony in March: "Ie meaniDdul solution~ 8.!8 to re­
sult. all participants must rll'St undentancf that there IS In fact a

~
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Total problems .

f;~b~lit~ ':~ac:a~i%aied·diiriu·~~~tem·~~~~~··;.-th··~~·dio·:::::::::::::::::::::::::
Cellular proV\~er could not lntercept long·distance calls (or provtde call setup

information I to or from a targeted phone ..
Speed dialinwvoice dialinwcall wa1tlng .
Call forwarding .
Direct inward dial tronk group I. provider unable to Isolate cartet's commu·

nicatlons or provide call set·up Information to the exclUSIon of all other
cus50mers, .

Voice maul proV\der unable to provide access to the subject's audio when for·

Di~~e~e~t~~C~ ~~d:/~~ebi: a::s~~'f:~ ·a:ii..~·~m~u~~ti~~s ..~~·i~~~t~
Wlth the target to the exclUSIon of all others' .

Other I including other calling features such as Call Baclt: and provtder un·
able to: provtde trap and trace information: isolate the digital trans­
missions associated with a target to the exclusion of all other commuruca·
tions: comprehensIvely intercept communications and provtde call set-up
information' , .

(
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problem. not that one partic~'Pant. or o~e groUlJ of participants
says so. N?w that the CotnmJttee f"eCOgD.1%es the probLems. it can
proceed to Identify and develop appropriate solutions."

However. participation in the Service Provider Committee is vol­
untary and its recommendations are unenforceable. As a result. the
Judiciary Committee haa concluded that legislation is necessary.

LAW ENFORCEMEN"l' REQutREMEN'l'S

The legislation requires telecommunications common carriers to
ensure that new technologies and services do not hinder law en­
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the government'. ability, pursuant to court order. to
intercept communications that utilize advanced technologies such
as digital or wireless tranamiaaion.

To insure that law enforcement can continue to conduct wiretaps.
the bill requires telecommunications carrien to ensure their sys­
tems have the capability to:

( 1) Isolate erpeditioualy the content of targeted communica­
tions transmitted within the carrier's service area;

(2) Isolate espeditioualy information identifying the originat­
ing and destination numben of targeted communications. but
not the physical location of targets;

(3) Provide inten:eptecl communications and call identifying
information to law enforcement in a format such that they may
be transmitted over l.iDes or facilities leaaecl by law enforce­
ment to a location away from the carrier's premises; and

(4) Carry out intareepta unobtrusively, so targets of elec­
tronic surveillance are not made aware of the interception. and
in a manner that does not compromise the privacy and security
of other communications.

Cost
The GAO testified at the August 11. 1994 hearing that the costs

of compliance with the forecoing will depend largely on the details
of standards and technical aoecificationa, which. under the bill. will
be developed over the nut tour yean by industry auoc:iations and
standard-setting organizations.

The bill requires the Federal government, with appropriated
funds, to pay all reuoDable COIIta incurred by industry over the
next four years to retroftt aiating facilities to bring them into com­
pliance with the inten:eption requirements. The bill authorizes ~t
least $500 million for this purpoee. In the event that the 5500 mil­
lion is not enough or is not appropriated. the lecislation provides
that any equipment, featur. or semcea deployed on the date of
enactment. which government does Dot pay to retrofit, shall be ~n­
sidered to be in compliance until the equipment, feature, or se~ce
is replaced or significantly upgraded or otherwise undergoes major
modification.

After the four year trauitiOD period, which may be ~Dended an
additional two years by order of the FCC, iDd;ustry will bear t~e
cost of ensuring that ne. equipment and semces m.eet t~ lel1s­
latecl requirementa, u defiIleci by stanclarda and.specificatlons pro­
mulgated by the industry itMlf.



17

However. to the extent that industry must install additional ca­
pacity to meet law enforcement needs, the bill requires the govern­
,ment to pay all capacity costs from date of enactment, includin~~
capacity costs incurred after the four year transition period. The
Federal government, in its role ofJroviding technical support to
state and local law enforcement, wi pay costs incurred in meeting
the initial capacity needs and the future maximum capacity needs
for electronic surveillance at all levels of government.

THE LEGISLATION ADDRESSES PRIVACY CONCERNS

Since 1968" the law of this nation has authorized law enforce­
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice. da~ fu. E-mail and any other form of
electronic communication. The bill will not erpand that authority.
However, as the potential intrusiveness of technology increases. it
is necessary to ensure Ulat govemment surveillance authority is
clearly defined and appropriately limited.

In the eight years since the enactment of ECPA, society's pat­
terns of using electronic communications technology have changed
dramatically. Millions of people now have electronic mail address­
es. Business, nonprofit organizations and political groups conduct
their work over the Internet. Individuals maintain a wide range of
relationships on-line. Transactional recorda documenting these ac­
tivities and associations are generated by service providers. For
those who increasingly use these services, this transactional data
reveals a great deal about their private lives, all of it compiled in
~p~. .

In addition. while the portion of cordless telephone communica­
tions occurring between the handset and base unit was excluded
from ECPA's privacy protections. the 1991 Privacy and Technology
Task Force found that "(t]he cordless phone, far from being a nov"
elty item used only at 'poolside,' has become ubiquitous . . . More
and more communications are being carried out by people [using
cordless phones) in private, in their homes and offices. with an ex­
pectation that such calls are just like any other phone call."

Therefore, H.R. 4922 includes provisions, which FBI Director
Freeh supported in his testimony, that add protections to the exer­
cise of the government's current surveillance authority. Specifically.
the bill: .

1. Eliminates the use of subpoenas to obtain E-mai:! address­
es and other similar transactional data from electronlc commu­
nications service providers. Currently, the government can ob­
tain transactional logs containing a per~J;l's en~ire on-line p~
tile merely upon pre~ntation.of an admln~st!!1~lve.subpoen~ IS­
sued by an investigator WIthout any JudiCial lnterventlon.
Under H.R. 4922, a court order would be required.

2. Expressly provides that the authority for pe~ regis~rs
and trap and trace devices cannot be used t~ obtain tracking
or location information other than that which can be deter­
mined from the phone ~umber. Currently, i~ some cellular sys­
tems, transactional data that could be obtalned by a pe~ reg­
ister may include location information. Furt~er. the bill re­
quires law enforcement to use reasonably aval1ab~e technology
to minimize information obtained through pen ~glsters.
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3.. Explicitly states ~hat it does not limit the rights of sub.
scrlbers to use encryption.
. ~. Allows any person~ including public ~nterest ~ups. to pe­

tltlon .t~e FCC. for reVlew of stan.dards 1mpiementIng wiretap
~apablhty requlreme.nts. and proVldes that one factor for judg­
mg those standards 1S whether they protect the privacy of com­
munications not authorized to be intercepted.

5: Does not requir~ mobile service providers to reconfigure
their networks to dehver the content of communications occur­
rlOg outside a carner's service area.

6. Extends privacy protections of the Electronic Communica­
tions Privacy Act to cordless phones and certain data commu·
nications transmitted by radio.

7. Requires affirmative intervention of common camers' per·
sonnel for switch·based interceptions--this means law enforce­
ment will not be able to activate interceptions remotely or
independently within the switching premises of a telecommuni·
cations carner.

.Varrow scope
It is also important from a privacy standpoint to recognize that

the scope of the legislation has been gTeatly narrowed. The only en­
tities required to comply with the functional requirements are tele­
communications common carriers. the components of the public
switched network where law enforcement agencies have always
ser""t-ed most of their surveillance orders. Further. such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate. ter·
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or switching of communications for private networks
or for the sole purpose of interconnecting telecommunications car·
riers (these would include long distance carriage) need not meet
any any wiretap standards. PBXs are excluded. So are automated
teller machine (ATM) networks and other closed networks. Also ex­
cluded from coverage are all information services, such as Internet
service providers or services such as Prodigy and America-On-Line.

All of these private network systems or information services can
be wiretapped pursuant to court order, and their owners must co­
operate when presented with a wiretap order. but tbese services
and systems do not have to be designed so as to comply with the
capability requirements_ Only telecommunications carriers. as de­
fined in the bill, are required to design and build their sWi~ng
and transmission systems to comply with the legislated ~ulre­
menU. Earlier digital telephony pro~ covered all proVlde,rs of
electronic communications services, which meant every bUSiness
and institution in the country. That broad approach was not prac­
tical. Nor was it justified to meet any law enforcement need.

H.R. 4922 RESPONDS TO INDUSTRY CONCERNS

H.R. 4922 includes several provisions intended to .ease the bur­
den on industry. The bill graDta _teleph,!ne .c:omp~es and other
covered entities a four year transition pen~.LD ~hic:h to make any
necessary changes in their facilities. In additIon, It allows any com-
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p~ny to seek from t~e FCC up to a two year extension of the com­
phance date if retrotlttmg a pa~icular system wUl take longer than
the four years allowed for comphance.

The Federal government will pay will reasonable casts ir.curred
by indus,try in retrotitting facilities to correct existing problems.

The bill requIres the Attorney General to estimate the capac~t\"
needs of law enforcement for electronic surveillance. 50 that c3.r­
riers will have notice of what the government is likely to request.
The bill requires government to reimburse earners for rea~on30ie
cost5 of exp3.nding capaclty to meet law enforcement needs.

So lmpediment to technological, innot:ation
The Committee's intent is that compliance with the requirerner.u

in the bil~ will not ~mpede the development and deployment of r.ew

\

technolOgIes. The blU expressly provides that law enforcement ~av
not dictate system design features and may not bar introduction oi
new features and technologies. The bill establishes a reasonable­
ness standard for compliance of carriers and manufacturers. COurt3
may order compliance and may bar the introduction of technolo~.

but only if law enforcement has no other means reasonably a\·311-
able to conduct interception and if compliance with the standard.;
is reasonably achievable through application of available tech­
nology, This means that if a service of technology cannot rea.son­
ably be brought into compliance WIth the interception require­
ments. then the service or technology can be deployed. This l3 the
exact opposite of the original versions of the legislation. whIch
would have barred introduction of services or features that could
not be tapped. One factor to be considered when dete~.::::n3

whether compliance is reasonable is the cost to the carner or" com­
pliance compared to the carrier's overall cost of developing or 3C­
quiring and deploying the feature or service in question.

The legislation provides that the telecommunications industry it­
self shaH decide how to implement law enforcement's requiremenu.
The bill allows industry associations and standard·setting bodies.
in consultation with law enforcement, to establish publicly avail­
able specifications creating "safe harbors" for carriers. This means
that those whose competitive future depends on innovation will
have a key role in interpreting the legislated requirements and
finding ways to meet them without impeding the deployment of
new services. If industry associations or standard-setting organiza­
tions fail to issue standards to implement the capability require­
ments.or if a government agency or any person. includin~ a car­
rier. believes that such requirementa or standards are deficlent. the
agency or person may petition the FCC to establish technical re­
quirements or standards.

Accountability
Finally the bill has a number of mechanisms that wHI allow fOJ

Congressional and public oversight. The bill requires ,~he govern­
ment to estimate its capacity needs and publish t~em 10 the Fed,
eral Register. the bill requires the government, ~t.h funds appro­
priated by Congress through the normal appropnatlons p.rocess•. ~l
pay all reasonable costs incurred by industry in retrofitt1Og facili
ties to correct existing problems. It requires the Attorney Genera
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to file yearlr reports on these expenditures for the first six years
after ~ate 0 enactment, and requires reports from the General Ac­
countIng Office in 1996 and 1998 estimating future costs of compli­
ance. It requires that the government to reimburse carriers, with
publicly appropriated funds, in perpetuity for the costs of expand­
ing capacity to meet law enforcement needs. Furthermore, all pro­
ceedings before the FCC will be subject to public scrotiny, as well
as congressional oversight ad judicial review.

RELATIONSHIP WITH EXISTING ASSISTANCE REQUIREMENTS

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805<b) of title 50. The
Committee intends that 2518(4). 3124, and 1805(b> will continue to
be applied. as they have in the past. to government assistance re­
quests related to specific orders, including, for eumple. the ex­
penses of leased lines.

SECTION-BY-SECTION ANALYSIS
,

SECTION l.-iNTERCEPTION OF DIGITAL AND OTHER COMMUNlCATIONS

This section adds a new chapter 120 to title 18. United States
code. to define more precisely the assistance that telecommuni­
cations carriers are required to provide in connection with court or­
ders for wire and electronic interceptions. pen registers and trap
and trace devices. This new chapter contains eight sections num­
bered 2601 through 2608.

Section 2601 provides defmitions for "call-identifying informa­
tion." "information services," "government," "telecommunication
support services." "telecommunications carrier."

A "telecommunications carrier" is defined as any person or entity
engaged in the transmission or swiu:hing of wire or electronic com­
munications as a common carrier for hire. as defined by section
3(h) of the Communications Act of 1934, and includes a commercial
mobile service. as defmed in section 332(d) of the Communications
Act, as amended. This defmition encompasses such service provid­
ers as local exchange carriers, interezcbange carriers, competitive
access providers (CAPs), cellular carriers, providers of personal
communications services <PCS), satellite-bUed service providers.
cable operators and electric or other utilities that provide tele­
communications services for hire to the public, aDd any other com­
mon carrier that offers wireline or wireless service for hire to the
public. The definition of telecommunications carrier does not ~n­
elude persoDs or entities to the extent they are engaged in prov:'d­
ing informatioD services. such as electronic mail providers, on.~e
services providers, such as Compuserve. Prodigy, America-On-lme
or Mead Data. or Internet service providers. Call forwarding, speed.
dialing, and the call redirection portion of a voice mail service are
covered by the bill.

In addition. for purposes of this bill. the FCC ~8 a~thorize~ to
deem other persons and entities to be telecommumc:atlons camers
subject to the assistance capability and capacity requirements to
the extent that such person or entity se~es as 8: replacement f~r
the local telephone service to a substantlal portion of the public
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wlthina state. "~ part of .its determination whether the p~btic :n­
terest lS served oy deemIng a person or entity a telecommt:.:4~­

cations carrier for the pUl"pOses of this b.'ii. the ·Commission shall
consider whether such determination would promote competition.
encourage the development of new technologies. and protect ?ubiic
safety and national secunty.

T.he term "call-identifyins information" means the dialing or sig.
nalmg mfonnation generated that identifies the origin and de:Stlr.J.­
tlOn .or? wire or electronic communlcation placed to. or recelved by.
:he taclllty or serVIce that 1S the subject of the court order or :~w~""d
3.uthorization. For ....Olce communications. this mfonnatlon l.:i :";:JL­

cally the electronic pul.ses. audio tones. or signalling mes.sages t::at
ldentlfy the numbers dialed or otherwise transmitted for :he iJt:.r·
pose of routing calls through the telecommunications carner's :4e~·
work. In pen register investigations. these pulses. tones. or mes­
sages identify the numbers dialed from the facility that is the :iub­
Jett of the court order or other lawful authorization. In trap and
trace investigations. these are the incoming pulses. tones. or ::'.es­
sages which identify the originating number of the facility from
which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authorizatlon.
Other dialing tones that may be generated by the sender that are
used to signal customer premises equipment of the recipient Me
not to be treated as cali-identifying information.

The term "government" means the government of the l:nited
States and any agency or instrumentality thereai. the District 'Of
Columbia. any commonwealth. territory, or possession of the C'nit·
ed States. and any State or political subdivision thereof authorized
by law to conduct electronic surveillance.

The term "telecommunications support services" means a prod­
uct. software or service used by a telecommunications carrier for
the internal si::--naling or switching functions of its telecommuni­
cations network.. The Committee understands there are currently
over one hundred entities that provide common carriers with .:ipe­
cialized support services. The definition of "telecommunicatlons
support services" excludes "information services." as defined in the
bill.

The term "information services" includes messaging services of­
fered through software such as groupware and enterprise or per­
sonal messaging software. that is. services based on products I in­
cluding but not limited to multimedia software) of which Lotus
Notes (and Lotus Network Notes). Microsoft Ezchange Sef\-er.
~ovel1 Netware. CC: ~ail. Mel Mail. Microsoft Mail. Microsoft Ex·
change Server, and AT&T Easylink (and their associated services'
are both examples and precursors. It is the Committee's intention
not to limit the definition of "information services" to such current
services. but rather to anticipate the rapid de~elop.ment of a~·
vanced software and to include such software semces In the defim·
tion of "information services." By including such software-baseci
elec~ronic messaging services within t~e defi~ition of inf~nnatiol1
servIces. they are excluded from comphance Wlth the requlrement~

of the bill.
Section 2602. entitled "Auistance capability requirements." ~~n
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Requirements .... which ev~ry teleeommunications carrier is required
to meet 1n connection Wlth those services or facilities that allow
customers to originate. terminate or di~t communications.

".. The first requirement is expeditiously UJ isolate and enable the
government to intercept all communications in the carrier's control
to or from the equipment, facilities or services of a subscribe. con­
currently with the communications' transmission. or at any later
time acceptable to the government. The bill is not intended to guar­
antee "one-stop shopping"~ for law enforcement. The question of
wnlch communications are in a carrier's control will depend on the
design of the service or feature at issue. which this legislation does
not purport to dictate. If, for example. a forwarded call reaches the
system of the subscriber's carrier. that carrier is responsible for iso­
lating the communication for interception purposes. However. if an
advanced intelligent network directs the communication to a dif­
ferent carrier, the subscriber's carrier only has the responsibility,
under subseetion td), UJ ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is expeditiously UJ isolate and enable the
govemment to access reasonably available call identifying informa­
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication UJ which it pertains and is pro­
vided to the government before. during or immediately after the
message's transmission to or from the subscriber. or at any later
time acceptable to the government. Call identifying information ob­
tained pursuant to pen register and trap and trace orders may not
include infonnation disclosing the physical location of the sub­
scriber sending or receiving the message. e~cept to the extent that
location is indicated by the phone number. However. if such infor­
mation is not reasonably available. the carrier does not have to
modify its system UJ make it available.

The third requirement is to make intercepted communications
and call identifying information available to government in a for­
mat available to the carrier so they may be transmitted over lines
or facilities leased or procured by law enforcement UJ a location
away from the carrier's premises. If the communication at the point
it is intercepted is digital. the carrier may provide the signal UJ law
enforcement in digital form. Law enforcement is responsible for de­
termining if a communication is voice, fax or data and for translat­
ingJt into useable form.

The final requirement is to meet these requirements with a mini­
mum of interference with the subscriber's service and in such a
way that protects the privacy of communications and c~ identify­
ing information that are not targeted buy electronic surveillance or­
ders. and that maintains the confidentiality of the government's
wiretaps. , .

The Committee intends the assistance requirements In sectIon
2602 UJ be both a floor and a ceiling. The FBI Director testified
that the legislation was intended to preserve the status quo. that
it was intended to provide law enforcement no more and .no less ac­
cess to information than it had in the put. ~e Coamuttee u~es
against overbroad interpretation of the reqwrements. The lellsl.­
tion gives industry, in consultation with law enforcement and sub-
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ject ~o review by the FCC, a key role in developing the technical
requ~rements and standards that will allow implementation of the
requlrements. The Committee e~ industry, law enforcement
and the FCC to narrowly interpret the requirements.

Subsection (b) limits the scope of the assistance requirements in
several important ways. First, law enforcement agencies are not
permitted to require the specific design of systems or features. nor
prohibit adopion of any such design. by wire or electronic commu­
nication service provides or equipment manufacturers. The legisia­
tion leaves it to each carrier to decide how ta comply. A carner
need not insure that each individual component of its network or
system complies with the requirements so long as each communica­
tion can be intercepted at some point that meets the legislated re­
quirements.

Second. the capability requirements only apply to those se!";ces
or facilities that enable the subscriber to make. receive or direct
calls. They do not apply to infonnation services. such as electronic
mail services. or on-line services. such as Compuserve. Prodigy.
.-\merica-Cn-line or ~ead Data. or Intemet service providers.. The
storage of a message in a voice mail or E-mail "box" is not covered
by the bilL The redirection of the voice mail message to the '"box'
and the transmission of an E-mail message to an enhanced se!",ce
provider that maintains the E-mail service are covered.) ~or does
the bill apply :0 services or facilities that support the transport or
switching of communications for private networks or for the :501e
purpose of interconnecting telecommunications carriers.

Because financial institutions have major concems about security
and reliability, they have established private communications net·
works for data transmission traffic such as automated teller :'::::1­

chines I A'n1 \. point of sale (credit card> verification systems. .lna
bank wires. Some of these networks are point to point. althou~h
many utilize the public network at various points. Ant networK.;.
bankcard processing networks, automated check clearinghouse net­
works. stock exchange trading networks. point of sale systems. anti
bank wire transfer, stock transfer and funds transfer systems are
all excluded from the coverage of the legislation whether or not
they involve services obtained from telecommunications carriers
Private networks such as those used for banking and financia
transactions have not posed a problem to law enforcement. Then
are good reasons for keeping them as closed a~ possible. These net
works are not the usual focus of court authorized electronic ~urvetl
lance, and the financial infonnation travelling on these networks i
already available to law enforcement agencies under the bankin:
laws.

Thus. a carrier providing a customer with a servi~e or f~cilit·
that allows the customer to obtain access to a pubhcly swttche­
network is responsible for complying with the capability reqU.lrE
ments. On the other hand. for communications handled by multlpl
camers, a carner that does not originate or terminate th~ messagf
but merely interconnects two other carriers.. is n~~ ~ubJect to th
reqUirements for the interconnection part of ltS facllities.

While the bill does not require reengineering o~ the Intemet. nc
does it impose prospectively functional. ~ulreme~ts on !t:
Internet, this does not mean that communlCatlOnS carned over tt.


